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FOREWORD 

Information and Communication Technologies (ICTs) have gradually and surely changed 

the traditional way and manner businesses and Governments have carried out their core 

services and functions.  This great leap has affected production, distribution, service 

delivery, supply chain, innovation, research and development, positively.  Platforms are 

created for governments and citizens to interact and contribute to governance; 

businesses to enhance efficiency in production and management; individuals meet 

personal  needs and leisure, etc.  However, these unprecedented benefits come with a 

new horizon of threats, which has become the third biggest risk to businesses, according 

to World Economic Forum. 

 Cyberspace is the platform on which electronic devices, networks and digital instantiation 

of people interact, guided by protocols, to deliver such efficiency gains.  However, 

criminal elements utilize anonymity, lack of knowledge/awareness, availability of tools, 

and slow nature of law and law enforcement to create a haven for criminal activities.  

Cybersecurity is the totality of policies, regulations, procedures and coordinated 

implementation for securing the ICT interactions and transactions online.  Cybersecurity 

challenges and opportunities are perennially and perpetually living with us, and obviously 

not going to wither away soon.  The potentially colossal negative impact a deliberate 

inactivity or disproportionate attention to cyber issues could have is capable of rocking 

the very foundation of businesses or governments. 

It is in this regard that Governments and businesses have devoted huge sums of monies 

and coordination to ensure a crime-free cyberspace.  Governments and policy makers 

have utilized frameworks and policies to coordinate and enlist procedures for making 

cyberspace safe for all citizens. 
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Nigeria has had its fair share of cybersecurity legislation and policies, but a holistic 

framework that defines basic principles for the public and private sectors and civil society, 

is needed to entrench lasting safety in and trust in cyberspace.  It is my opinion that 

effective implementation of this framework, which is a review of existing instruments and 

references of global best practice, would make Nigeria a resilient State in cyberspace.  I 

therefore solicit the unalloyed support of every stakeholder and citizen.  

 

Kashifu Inuwa Abdullahi CCIE 
Director General/CEO 
December,2019 
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PART ONE 

PREAMBLE  

Authority 

In exercise of the powers conferred on NITDA specifically by Section 6 (a), (I) and (m) of the 

National Information Technology Development Agency (NITDA) Act of 2007, NITDA hereby 

issues the Nigeria National Cybersecurity Framework (NNCF).   

Purpose 

The purpose of this Framework is to prescribe guidance for public and private sector 

organizations for instituting measures for enshrining cybersecurity culture and enthrone 

cyber-resiliency in Nigeria. 

Scope  

This publication outlines the essential security base practices required of organizations in 

both the private and public sectors of the Federal Republic of Nigeria, and to Leaders of 

government/private institutions. Information and Technology professionals, all companies 

registered in Nigeria, foreign partners operating in Nigeria, IT Solutions and Service providers, 

contractors and everyone interacting and transacting in the digital domains and boundaries of 

our cyberspace.  

Effective Date 

This framework shall take effect on the date of its signing by the Director General/CEO and 

publication. After that, it will be subject to a biannual review or as the need arises. NITDA 

shall issue further guidance on the evaluation process and timeframe to make changes and 

updates. 

  



Confidential 

2 

December 2019 Nigeria National Cybersecurity Framework  

 

INTRODUCTION 

Governments and private sector businesses have literally transited their core functions to 

cyberspace, with unprecedented productivity and service provisioning and delivery gains.  

Cyberspace has thus provided limitless opportunities and challenges, where private sector has 

led in finding solutions to the ever-increasing horizon of positive/negative consequences 

prevalent in cyberspace, giving rise to economic buoyancy and national development.  The 

public sector has, however, given strategic direction in harnessing the positives by enacting 

laws, developing guidelines and frameworks to guide practice of all stakeholders, to 

overcome the consequences of criminality in cyberspace.   

This framework outlines actionable structures, processes, capacity, minimum infrastructure 

requirements, and drawing from global best practice and domesticating such to make Nigeria 

a resilient State in cyberspace.  It prescribes administrative and operational compliance 

mechanisms to ensure the attainment of the critical objective of making Nigeria and Nigerians 

cyber-aware and resilient.  

Cyberspace is fraught with highly motivated criminals aided by inadequate attention to 

security in the formative period of the Internet, coupled with a general lack of awareness and 

non-adherence to extant regulation, the thinning globalized geographic boundaries 

occasioned by internet activities, and limitations in enactment and enforcement of law.  In 

fact, a Symantec Inc quote captures the thriving negative cybersecurity challenge as, “The 

cybercrime industry holds all the best cards, giving hackers and other bad actors everything 

they need to thrive indefinitely: Expertise, financing, readily available readymade tools, strong 

financial and political incentives, anonymity, and an inextricably interconnected digital 

landscape rife with vulnerabilities”.  Yet, this has opened up inestimable opportunities for 

professionals to feast from the emergent ‘solutions’ industry.   Governments, on the other 

hand, are to harness the opportunities for national development and deter criminality, by 

creating a synergy with the private sector in developing frameworks and standards. 
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Statistics in the public domain on cyber security breaches is alarming.  Equally alarming is the 

general dearth of human capacity to man all cyber-present information and data that is taped 

to aid national development. Proceeds (profits) of cybercrimes globally were put at 1.5 trillion 

USD in 2018, placing it as the 13th global economic power in terms of GDP.  This places it 

above Spain, Australia. Juniper Research estimates Cybercrime costs to exceed 2 trillion by 

2019, growing to 5trillion by 2020.  Delliotte estimates a 90% of that amount as hidden costs 

that are realizable after two years, in loss of market share, depreciated share capital and 

value, and reputational damage, which hinges on the very foundation and fabric of survival.  

The implication is that so much is lost, and so much stands to be gained if the professionals 

took their game to global standards and motivational levels. 

Putting into perspective the potentially colossal negative impact a deliberate inactivity or 

disproportionate attention to cyber issues could have; yet structures to motivate and inspire 

national development, highly coordinated national direction and concerted efforts is needed 

for crime-free cyber space.  To achieve this end, this framework targets the following 

objectives: 

a) To make Nigeria a cyber-resilient State, with ability to define strategy for public and 

private sector organizations to implement minimum structures to be resilient in 

cyberspace; 

b) highlight the basic functions organizations have to perform, to enable them overcome 

the negative consequences of cyber-attacks; 

c) determine, analyze and implement such global information assurance frameworks 

that could effectively safeguard the organizations in cyberspace; 

d) create a framework for capacity building to address issues of global dearth of technical 

personnel, and earn a supplier status; 

e) to create a collaboration mechanism for organizations seeking to benefit from the 

experiences and intelligence of other organizations in a coordinated manner; 
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f) ensure that critical equipment and software are strictly guided using the Local Content 

policy, as well as structures to identify and forestall the dissemination of sensitive 

information through backdoors in procurement of ICT equipment;  

g) enshrine administrative and operational compliance mechanisms for the effective 

realization of the above objectives 

 

 

 

 

 

 

 

 

 

Figure i. depicting the flow of core activities of the Framework 
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a) Establish a multi-stakeholder Committee which has the responsibility of overseeing all 

ICT/cybersecurity security issues.  The committee shall firstly initiate the use of 

CRAMM or OCTAVE risk assessment methodologies to establish the as-is state of CS 

risk; 

b) The collaboration framework which aims to guide information/intelligence sharing 

amongst national and perhaps external organizations under a national platform which 

evaluates the level of cybersecurity resilience and institute a periodic review; 

c) Institute mechanisms to perform the usual 6 functions of Identify, Detect, Protect, 

Respond, Recover and its subfunctions according to its internal capacity.  However, 

choosing an appropriate information assurance framework can cover most of these 

functions effectively; and 

d) Agencies mandated to coordinate the ICT function nationally should review the 

Capacity building framework, for effective execution. 

In the rest of this publication, Chapter One is on Organizations’ profiling and maturity 

assessment, as a prelude to up taking the prescribed efforts for cybersecurity growth. It also 

categorizes and streamlines the basis for common comparison of organizations in 

cybersecurity.  Chapter Two looks at the General Cybersecurity Functions of Identify, Protect, 

Detect, Respond, Recover and Procure; Chapter Three looks at the Human capacity building 

framework, while Chapter Four sets out a template for collaboration. 

It is our belief that this framework addresses the gaps in other similar national and 

international instruments it draws from, as it domesticates these for addressing 

contemporary and emerging cybersecurity threats and ways of mitigating them in Nigeria. 
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PART TWO 

CHAPTER ONE: CYBERSECURITY PROFILING AND MATURITY MODEL  

It is imperative organizations determine their “As Is” state as they aspire to the “To Be” state, 

which in most times is the next in the numerical order.  This can be done only after an 

assessment of firstly the risk to information assets and then calibrating the results of the tests 

against the maturity model depicted below on Table 1.1. 

There are various self-assessment methodologies in determining the current state of an 

organization in terms of information technology risk.  A self-assessment begins with the 

setting up of a multi-stakeholder Committee – one that comprises all departments cutting 

across IT, business units, finance, legal, and administration.  This committee seeks and obtains 

approval from management and is by obligation should have access to all security related 

information including incident response, risk management plans, all technical and application 

documentation and any others that can facilitate their assignment. 

Organizations can adopt any of the prominent self-assessment models from amongst 

Carnegie Mellon’s Software Engineering Institute’s OCTAVE, CCTA Risk Analysis and 

Management Method (CRAMM), etc.   

Profiling involves the mopping up of relevant information about critical information assets of 

the Organization.  This is similar to carrying out an inventory of critical assets and attaching 

valuation of the asset and conducting a Risk Assessment, described in Chapter Two.  A 

template (Appendix C) for assessing the maturity level is a questionnaire-type self-

assessment, which drills on every critical information asset that requires protection. 

Level Description Characteristics of the Levels 

0 Basic – I  There exist mechanisms and processes for administering staff 
attendance, asset inventory and organization’s awareness of 
information security issues globally. 
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 There exists ICT infrastructure for the organization.  

1 Intermediate - I  There exist processes and procedures to create awareness to 
stakeholders on risks to information assets within the organization. 

 There exists a well-documented and reviewable asset management 
practice within the organization 

2 Intermediate -II  There exists within the organization an information governance 
structure as discussed in Chapter One, based on an established 
information security framework 

3 Advanced - II  IT is leveraged in an integrated way to automate the workflow, 
providing tools to improve quality and effectiveness  

 There exists within the organization an automated procedure for 
continuous monitoring, analyses, reporting and responding and 
improvement of implemented structures; 

 There exits tested disaster recovery processes and infrastructure. 

Table 1.1. Cybersecurity Maturity Model 
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CHAPTER TWO: CYBERSECURITY FRAMEWORK 

This section of the framework utilizes principles from other existing frameworks, research findings and 

the US National Institute of Science and Technology (NIST) Cybersecurity Framework, but instead of its 

voluntary compliance model, this is Recommended, implying non-compliance is an offence.  These 

functions shall be internalized by the Organization, according to laid down requirements and its risk 

appetite. 

The commonly referenced functions as propagated by the NIST Framework
1
, which this section of the 

framework draws from, are Identify, Protect, Detect, Respond and Recover.  In addition, the Procure 

Function is added owing to the significant role procurement plays in undermining all other efforts 

should backdoors be existent in procured information assets.  

NIGERIA NATIONAL CYBERSECURITY FRAMEWORK 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.1,  depicts the f ramework components  
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The following functions are to be performed by Organizations under the scope of this framework, in 

order to achieve the objectives of the framework. 

 

1.0 IDENTIFY 

Deals with instituting structures that wil l  driv e 

• Use organizational understanding to minimize risk to systems, assets, data and 

capabilities. 

• Business Environment 

• Cybersecurity Governance 

• Asset Management 

• Risk Assessment 

• Risk Treatment Plan 

1.1 BUSINESS ENVORNMENT 

UNDERSTAND THE ORGANIZATIONAL CONTEXT 

Cybersecurity takes place in different conditions and circumstances determined by numerous 

factors in the internal and external environment of the organization. In order to apply this 

framework correctly, the leadership of every organization should painstakingly evaluate the 

following factorsi: 

 The socio-economic community’s ethics and culture 

 Governing laws, regulations and policies 

 International standards 

 Industry practices 

 The economic and competitive environment 

 Technology advancements and evolution 

 The cyber threat landscapes 

 The enterprise’s: 
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o Reason for existence (mandate, charter, Acts, statutes, bills), mission, vision, 

goals and values 

o Governance policies and practices 

o Culture and management style 

o Models for roles and responsibilities 

o Business plans and strategic intentions 

o Operating model and level of maturity 

 The organization’s place in critical infrastructure and its industry sector is identified 

and communicated to stakeholders. 

 Dependencies and critical functions for delivery of critical services are determined. 

UNDERSTAND THE RESOURCES THAT SUPPORT CRITICAL FUNCTIONS 

Enterprises depend on critical resources to perform their functions. These capabilities include 

information, processes, services, infrastructure and applications. These capabilities are of value 

to the organizations and should be considered information assets requiring protection. 

1.2 CYBERSECURITY GOVERNANCE  

Cybersecurity governance deals with instituting structures that will drive cybersecurity 

activities in the organization.  This is aimed at establishing carefully planned mechanisms for 

adopting necessary frameworks, procurement of cyber-related assets/services, and execution 

of best practice efforts for securing information assets of the organization.  It also delineates 

decision making structures, roles and responsibilities of participating officials and their 

boundaries. 

The following structures shall be implemented by all organizations (Organization hereunder 

represents all MDAs and Private Sector companies), and it is listed as a Recommended 

instrument.  The implication is defaulters may be sanctioned according to extant regulations. 
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1.2.1 THE BOARD OR SENIOR MANAGEMENT 

The Board or Senior Management of the Organizations shall: 

a) Ensure the establishment of a cybersecurity strategy for the organization and see to 

the effective implementation and review of the strategy for continuous improvement; 

b) Ensure alignment of and articulation of cybersecurity risk as part of dealing with 

organizational risks.  This can be achieved by effective participation of planning and 

decision making in cyber risk activities; 

c) Be responsible for any non-compliance with the provisions of this framework; 

d) Set up all other structures listed in this framework and conduct periodic oversight to 

maintain smooth operations at all times; 

e) Make special procurement decisions to address critical incidents which often require 

swift action in remediation.  This is critical because cybersecurity incidents are capable 

of rocking the very foundation of the organization. 

1.2.2 CYBERSECURITY STEERING COMMITTEE 

A Cybersecurity Steering Committee (CSC) shall ensure that all the provisions of Chapter Three are 

executed and appropriate measures are established to constantly evaluate the cybersecurity posture 

of the Organization.  The CSC shall be set up to mediate between the Cybersecurity Team and the 

Board/Senior Management.  It shall be delegated powers to exercise oversight on the operational 

aspects of the cybersecurity programmes of the organization.  Its composition shall be: 

a) The Director-General/Managing Director/Accounting Officer shall Chair the CSC.  There 

shall be a Vice chairman (not below the rank of Director or Senior Manager) who shall act 

in the absence of the Chairman; 

b) Two representatives of the Security Team; 

c) Three other Directors/Managers with requisite experience in information security; and a 

d) Secretary  
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It shall have routine meetings every quarterly and as necessary owing to incidental to cyber-

activities of the Organization.  Its resolutions shall be communicated to Board/Senior 

Management for approval and implementation.  

1.2.3 CYBERSECURITY TEAM 

There shall be a Cybersecurity Team (CT) that will be responsible for the day-to-day 

assessment, monitoring and response to cybersecurity programmes of the Organization.  This 

shall consist of a set of technical and non-technical personnel that will fill various roles. 

Cybersecurity issues are multi-disciplinary in nature, as it draws from all available sources of 

resources and applied in securing the information assets of the organization. 

The subsets of the CT shall be Vulnerability Assessment, Implementation/Configuration, 

Auditing and Sensitization Committees, composition of which shall be determined by the 

Management in line with available human capacity and risk appetite of the Organization. 

1.3 ASSET MANAGEMENT 

An asset is anything that has value to an individual or an organization 

1.3.1 ASSET INVENTORY 

There are many types of assets, the following categories of assets should be documented in 

an inventory: 

 Information assets such as documents, contracts, records;  

 Software assets, such as a computer program;  

 Physical assets, such as a computer and electronic devices;  

 Services such as cloud offerings, web-based services;  

 People, their qualifications, skills, and experience  

 intangibles, such as reputation, brand, logos and image. 
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1.3.2 ASSET CHARACTERIZATION 

Organizations should identify and characterize assets in accordance with type, criticality and 

sensitivity. Categorize assets owned (in your custody or otherwise) and those held in trust (in 

your custody) as: 

 Personal assets or organizational assets 

 Physical assets or virtual assets 

 Critical or non-critical 

 Sensitive or non-sensitive 

1.3.3 ESTABLISH INFORMATION AND DATA CLASSIFICATION SCHEME 

Organizational data/information assets should be classified according to the taxonomy in the 

implementing sector.  A best practice classification scheme is listed below: 

Secret (Information that has to do with defense and security services; scope includes 

information covered by “Oath of Secrecy”ii and those excluded from Freedom of 

Information Act)iii 

Confidential (Information that are only accessible after due security clearance and 

authorization) 

Internal Use (Information that are not for public consumption, but not secret or 

confidential) 

Public (Information that do not require classification and are publicly available) 

1.4 RISK MANAGEMENT 

Risk is a function of the likelihood of a given threat-source’s exercising a particular potential 

vulnerability, and the resulting impact of that adverse event on the organizationiv. Understand 

organization’s exposure to cybersecurity risk is a major…. 
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1.4.1 CONDUCT A RISK ASSESSMENT 

Risk Assessment is defined as the ‘‘systematic consideration of the business harm likely to 

result from a security failure . . . and the realistic likelihood of such a failure occurring in the 

light of prevailing threats and vulnerabilities, and the controls currently implemented.’’ 

The purpose of risk assessment is to ensure that the information assets are adequately 

(efficiently, effectively and economically) protected from being altered, lost, or stolen.  

1.4.2 ACTIVITIES OF A RISK ASSESSMENT EXERCISE 

Every organization has a mission. In this digital era, as organizations use automated 

information technology (IT) systems to process their information for better support of their 

missions, risk management plays a critical role in protecting an organization’s information 

assets, and therefore its mission, from IT-related risk. An effective risk management process is 

an important component of a successful IT security program.  

The principal goal of an organization’s risk management process should be to protect the 

organization and its ability to perform their mission, not just its IT assets. 

 The risk management process should not be treated primarily as a technical function carried 

out by the IT experts who operate and manage the IT system, but as an essential 

management function of the organization. The following methodology is adapted from NIST 

SP80- … frameworkv. It represents the minimum activities required for an information risk 

assessment engagement.  Figure 2.2 depicts the methodology. 
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• Each Step requires inputs 

• Inputs + Process = Output 

• Process based 

• One step leads to the other 

• Some Steps can be run Concurrently 

Asset 
Characterization 

Threat 
Identification 

Vulnerability 
Identification 

Control Analysis 

Likelihood 
Determination 

Impact Analysis 
Risk 

Determination 
Control 

Recommendation 

Results 
Documentation 
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 Risk Assessment Input Risk Assessment Step Risk Assessment Output 

1  Hardware,  

 Software,  

 Systems Interfaces,  

 Data and Information,  

 People,  

 Systems Mission 

Step 1:  

System Characterization 

 System Boundary 

 System Functions 

 System and Data Criticality 

 System and Data Sensitivity 
 

2  History of systems attack 

 Data from Intelligence 
agencies 

 mass media 

Step 2:  

Threat identification 

 Threat Statement  

3  Reports from prior risk 
assessments 

 Audit comments 

 Security requirements 

 Security Test Reports 

Step 3:  

Vulnerability identification 

 List of potential vulnerabilities 

4  Current controls 

 Planned Controls 

Step 4: 

 Control Analysis 

 List of current  and planned 
controls 

5  Threat source motivation 

 Threat capacity 

 Nature of vulnerabilities 

 Current controls 

Step 5:  

Likelihood Determination 

 Likelihood rating 

6  Mission Impact Anlaysis 

 Asset criticality assessment 

 Data criticality 

 Data sensitivity 

Step 6:  

Threat identification 

 Impact rating 

7  Likelihood of threat 
exploitation 

 Magnitude of impact 

 Adequacy of planned or 
current controls 

Step 7:  

Risk Determination 

 Risks and Associated Risk 
Levels 

8  Step 8:  

Control Recommendation 

 Recommended controls 

9  Step 9: 

 Results Documentation 

 Risk Assessment Report 
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1.4.3 DEFINE A RISK TREATMENT PLAN   

 A risk treatment plan must be designed in alignment with organization’s strategy or 

mandate. Stakeholders must determine a set of applicable controls needed to implement 

effective risk treatment initiatives once the documentation of the risk assessment results is 

completed. Top management must review the risk assessment report annually and ensure an 

approved risk treatment plan is in place.  

Figure 2.3 shows the relationships between the risk-assessed assets, implemented controls, 

addressed vulnerabilities, threats scenarios and risk exposures.  

 

Standards such as ISO/IEC 27002:2013 and COBIT® Management Objectives provide 

comprehensive security controls that should be adopted and applied to mitigate information 

and cyber security risks. References for selection of controls are provided in Appendix B.   
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2.0 PROTECT 

Ensure adequate controls are in place to protect data-at-rest (in storage). Ensure adequate 

protection (such as strong encryption) are in place for data-in-transit. Ensure assets are 

formally managed throughout the lifecycle according to the need for removal, transfers, and 

disposition. 

Our objective here is to develop and implement appropriate safeguards (information 

security controls) driven by an approved Risk Treatment Plan. The implementation of 

these good practices enables the organization: 

• Design safeguards to limit the impact of potential events on critical services and infrastructure. 

• SECURITY PRINCIPLES 

• TECHNOLOGY 

• PROCESS 

• PEOPLE 

2.1 SECURITY PRINCIPLES  

 Limit or contain the impact of potential cybersecurity events  

 Secure their internet connection 

 Secure devices and software 

 Control access to their data and services 

 Protect from virus and other malware 

 Keep their devices and software up to date 

 

a) Institution of relevant structures for cybersecurity governance 

2.2 TECHNOLOGY  

• Technical security solutions (such as logging, removable media, least access principles, and 

network protection) must be procured and maintained in accordance with appropriate policies. 
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• Protect Function: Design safeguards to limit the impact of potential events on critical services and 

infrastructure. 

• Access Control 

• Data Security 

• Protective Technology 

•  2.3 PROCESS  

Security policies, processes, and procedures are maintained and used to manage protection 

of information systems. 

Our objective here is to develop and implement appropriate safeguards (information security 

controls) driven by an approved Risk Treatment Plan. The implementation of these good 

practices enables the organization: 

 Limit or contain the impact of potential cybersecurity events  

 Secure their internet connection 

 Secure devices and software 

 Control access to their data and services 

 Protect from virus and other malware 

 Keep their devices and software up to date 

 Processes and Procedures 

•  2.4 PEOPLE  

•    Awareness Training 

 

3.0 DETECT 

• Continuous Monitoring 

• Anomalies and Events 

  Implement activities to identify the occurrence of a cybersecurity event. 
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3.1 CONTINOUS MONITORING  

 Assign competent personnel to handle issues related to information security incidents 

 Establish a point of contact for information security incident and reporting within the 

organization 

 Enable timely discovery of security event 

3.2 ANOMALIES AND EVENTS  

 Detection of anomalies and events and understanding the impact of those security 

events; including communication of weaknesses 

 

 

4.0 RESPOND 

 Take action regarding a cybersecurity event 

 Contain the impact of a potential cybersecurity event 

4.1 RESPOND PLAN 

 RS.RP-1: Response plan is executed during or after an event 

4.2 COMMUNICATION 

 RS.CO-1: Personnel know their roles and order of operations when a response is needed 

 RS.CO-2: Events are reported consistent with established criteria 

 RS.CO-3: Information is shared consistent with response plans 

 RS.CO-4: Coordination with stakeholders occurs consistent with response plans 

 RS.CO-5: Voluntary information sharing occurs with external stakeholders to achieve 

broader cybersecurity situational awareness  

4.3 ANALYSIS 

 RS.AN-1: Notifications from detection systems are investigated  

 RS.AN-2: The impact of the incident is understood 



Confidential 

21 

December 2019 Nigeria National Cybersecurity Framework  

 

 RS.AN-3: Forensics are performed 

 RS.AN-4: Incidents are categorized consistent with response plans 

4.4 MITIGATION 

 RS.MI-1: Incidents are contained 

 RS.MI-2: Incidents are mitigated 

 RS.MI-3: Newly identified vulnerabilities are mitigated or documented as accepted risk 

4.5 IMPROVEMENT 

 RS.IM-1: Response plans incorporate lessons learned 

 RS.IM-2: Response strategies are updated 

 

 

5.0 RECOVER 

 Maintain plans for resilience 

 Restore capabilities or services impaired due to a cybersecurity event. 

5.1 BUSINESS CONTINUITY AND DISASTER RECOVERY PLAN  

 

5.2 IMPROVEMENT 

 RC.IM-1: Recovery plans incorporate lessons learned       

 RC.IM-2: Recovery strategies are updated     

 

 

6.0 PROCURE 

 

The Procure function is indigenous and is necessary to address the peculiar issues in the 

Nigerian State.  Federal Institutions (FIs) should, in addition to complying with extant 
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procurement legislation such as the Public Procurement Act (2007) as amended, channel 

their IT procurements through the IT Clearance Committee of the National Information 

Technology Development Agency (NITDA) 

Pursuant to this regulation is an additional task to the IT Projects Clearance Committee to 

constitute a subcommittee that would conduct due diligence on all procured items in 

inspecting and ascertaining that backdoors do not exist, that could compromise all 

cybersecurity efforts. 

Private institutions are by this enjoined to set up similar committees at the regulatory 

level to coordinate and perform the above function ascribed to the NITDA ITP Clearance 

Committee. 

The Private procurement committees shall collaborate with that of NOTDA, for benefits 

in intelligence and information sharing  

 

 

 

 

 

 

 

  



Confidential 

23 

December 2019 Nigeria National Cybersecurity Framework  

 

CHAPTER THREE: CYBERSECURITY CAPACITY BUILDING FRAMEWORK  

There is a whopping dearth of cybersecurity personnel with skills needed to man the vast 

scope of workforce requirements in the nascent industry.  Global players have decried this 

lack and have variously and collectively proposed structures to address it, but to little success. 

The following have been attributed for the global lack of mostly technical personnel: 

a) University degrees do not have adequate curricula provision to address the knowledge 

and skills needs of Cybersecurity as requirements vary significantly from the 

traditional IT and computer science domains; 

b) A lack of real-life solutions regime in the curricula as this fuels a variance with capacity 

needs in practice; 

c)  The dynamics of cyber threats and associated strategies outpace the efforts and slow 

pace of regulations to mitigate such threats. 

d) Traditional institutions lack the focus to solve the teething problem 

In handling these, many forerunners have enlisted several strategies.  For instance, the 

National Institute for Cybersecurity Educations (NICE) addresses knowledge building skills in 

traditional domains of cybersecurity.  It also, with the collaboration of industry and other 

stakeholders boosts of the National Cybersecurity Workforce Framework, which delineates 

cybersecurity skills needed in the workforce. These have skills categories of Securely 

provision, Operate and Maintain, Investigate, Protect and Defend, Oversight and 

Development and Collect and Operate. 

The Global Cybersecurity Capacity Centre, an arm of Oxford University, categorizes 

cybersecurity capacity into:  

 Cyber Culture and Society 

 Cybersecurity Education, Training and Skills 

 Legal and Regulatory Frameworks 
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 Standards, Organizations, and Technologies 

 Cybersecurity Policy and Strategy 

Special purpose institutions have also been established in the US (Centers of Academic 

Excellence in Cyber Defense2 (CAE-CD) and UK (conversion to cybersecurity)3  to address this 

shortfall which is placed at about 3 million in the next 2 years, in the USA alone, and is echoed 

globally. 

 This framework therefore draws from many of these and has aggregated them with the 

intent of domesticating and nationalizing these for the benefit of the Nigerian State.  The 

following are prescribed for NITDA as lead, in collaboration with relevant Stakeholders, to 

adoption in creating a fountain of highly skilled technical personnel for Nigeria and globally: 

a) Establishment of Special purpose institutions with set standards in technical education; 

b) Review of existing curricula to address the delivery of contents to reflect hands-on 

solutions for cyber security; 

c) Collaborate with certification training institutions on modalities for achieving industry 

requirements for technical personnel in workplaces; 

d) Work with relevant stakeholders in the education sector and industry to facilitate the 

delivery of such scheme; and 

e) Coordinate Effective utilization of Existing: 

 Universities and other higher institutions 

 Special Purpose Institutions for Cybersecurity 

 Tapping on Global and Regional Capacity Building Initiatives 

 Private Sector training Outfits 

 Industry participation 
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Organizations shall: 

a) routinely develop a strategy to tap into the NITDA programmes for the skilled 

development of their personnel; 

b) Make adequate budgetary provision for capacity building, to be dictated by the 

sector requirements of human capacity; 

c) Report annual execution of capacity building projects to NITDA. 

The following diagram (Fig 3) depicts the logical framework under which this capacity building 

structures would function. It highlights NITDA’s coordinating role in establishing critical 

structures and collaboration amongst stakeholders, for its effectiveness: 

 

Figure 3.1. Cybersecurity Capacity Building Framework 

Technical skills required for a formidable cyber workforce are: 
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• computer architecture, data, cryptography, networking, secure coding principles, and 

operating system internals, as well as working proficiency with Linux-based systems, 

fluency in low-level programming languages, and familiarity with common exploitation 

methods and mitigation techniques. 

Skill sets are varied in nature because of the multi-disciplinary nature of Cybersecurity.  The 

following list, though not exhaustive, can serve as reference for planning the skills training 

required for staff: 

Policy and Regulatory Skills 

Cyber Culture  

Managerial Skills 

Information Assurance 

Behavioral Skills 

Cybersecurity Awareness and Sensitization. 
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CHAPTER FOUR: CYBERSECURITY COLLABORATION AND  STRATEGIC 

PARTNERSHIP FRAMEWORK 

INTRODUCTION 

It is a fact that not every MDA in Nigeria have the technical capacity or budgetary freedom to 

implement fully, the cybersecurity framework, on their own. The idea of the collaboration and 

strategic partnership framework has arisen form the fact that many organizations will need 

help from more experienced and mature local and international organizations in terms of 

cybersecurity. This framework cuts across all 5 areas of the NIST framework and therefore will 

be internationally recognized and useable.  

ITU Global cybersecurity index measures Cooperation based   on   the   existence   of   

partnerships, cooperative frameworks and information sharing networks (bilateral agreements, 

multilateral agreements, inter-agency partnerships, partnerships with private sector, 

government participation in international mechanisms) 

Two components of collaboration and partnerships apply in the cybersecurity landscape.  

Firstly, a committee of all stakeholders is legitimized under this framework, driven by the 

common desire to fund, programme activities and fight the cybercrimes, to limit the negative 

effects on individuals, corporates, government entities and civil society groups.  This could be 

coordinated by NITDA but eventually relinquished to a joint Board of private and public 

members.  A typical example is the Nigeria Cybersecurity Alliance (NCSA). 

Secondly, a caveat is provided for strategic partnership of one member to another, to draw 

expertise and capacity from each other in a mutually beneficial manner.  There should as well 

be a provision for guiding contracts on national direction, security checks, collation and 

evaluation of results, and mediation and dispute resolution purposes.  

The output of this document is an MOU that will encompass current foreseen legal and 

cybersecurity activities that may occur and is flexible enough for MDAs to choose which parts 

may apply to them.   

4.0 COLLABORATION 

This Collaboration Framework can be used as a formative tool to help organizations to identify 

how to establish effective partnerships that will ensure they are able to make up for what they 
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might lack in capacity and resilience and next steps towards becoming a more effective 

collaborative group 

Organizations embarking on such strategic partnerships and collaborations should be guided by 

the following principles: 

• Challenge and critique practices: each organization should have the ability to 

inspect facilities and ask questions about processes all in view of further 

understanding cybersecurity processes and making the organizations more secure 

• Role clarity, relational trust: each organization must have clearly spelt out roles 

and must have faith in each other that these roles will be carried out effectively 

• Use of evidence and inquiry: all actions and decisions must be based on auditable 

evidence 

• Commitment to common needs: there must be a signed document legally 

committing organizations to common needs. 

Designing Collaborative plan  

Collaborating entities must be transparent in the conduct of the agreement.  An MoU stating 

clearly what roles either party are going to perform is instated in the outset.  A caveat for 

dispute resolution and termination should be incorporated. 

Identifying who has the capacity you need and are willing to collaborate is critical in a 

successful engagement.  The must identify and confirm they share discernable common 

vision, principles, institutional capacities are at the organizational level, and other ingredients 

of individual capabilities for specific people roles within those organizations tagged with the 

responsibility of carrying these missions. 

Proper Usage of data and other evidence to identify key areas (principles) that act as 

overarching guides for action and succinct, coherent plan that is committed to the co-

development of cybersecurity of both parties. 

Developing Relational Trust/mechanisms collaborative platform  

The following template must be borne in mind when determining an effective relational trust 

collaborative platform 

1. Actors involved. Who needs to share information, and who can resolve the issues that 

emerge? 
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2. What is the impetus behind information sharing? Is it shared voluntarily or a regulated 

requirement? 

3. The organizational structure and governance for sharing information 

4. Methods of exchange 

5. Types of information exchanged. What information is being shared, and what is the 

purpose of sharing it? 

6.  Models of exchange. 

7. Mechanisms of exchange. How is the information actually shared additional thoughts? 

8. A singular platform must be created for organizations to be able to coordinate strategies 

and projects as well as learn and create awareness for less mature organizations 

9. Have a central accessible knowledge base  
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1 Appendix 

Actors and their roles in the cybersecurity information sharing ecosystem  

Government  Governments have national economic and 

security duties that include the need to defend 

their own classified and unclassified systems, 

fight cybercrime, and help reduce the 

cybersecurity risk to its citizens.  

Private critical infrastructure  Although the protection of critical infrastructure 

is often in private hands, its security is central to 

the government’s goals of ensuring such critical 

national interests as public health and defense.  

Business enterprises  Private companies have an interest in preserving 

the security of sensitive information, such as 

customer data, trade secrets, contract 

information, and other intellectual property.  

IT companies  Firms creating IT products and services have an 

interest in preserving the security and integrity of 

their offerings. They often share information on 

vulnerabilities in products or services so that 

security firms can create solutions to remedy 

them, or they may produce and distribute 

software updates that remedy vulnerabilities for 

their customers.  

IT security firms  IT security firms, including antivirus vendors, 

computer forensics experts, and penetration 

testers, collect and sell cybersecurity information, 

along with services flowing from that 

information, to others in the ecosystem.  

Security researchers  Security researchers track malicious software and 

targeted attack campaigns, and they find 

vulnerabilities in software, hardware, and services 

through academic work, business, or voluntary 

collaborative efforts or to satisfy individual 

curiosity. They may notify relevant responders to 

help mitigate threats and remedy weaknesses, or 

they may choose to report their findings publicly  

 

 

 



Confidential 

31 

December 2019 Nigeria National Cybersecurity Framework  

 

 

Types of cybersecurity information  

Incidents  Details of attempted and successful attacks that 

may include a description of information lost, 

techniques used, intent, and impact. The severity 

of an incident could range from a successfully 

blocked attack to a serious national security 

situation.  

Threats  Yet-to-be-understood issues with potentially 

serious implications; indicators of compromise, 

such as malicious files, stolen email addresses, 

impacted IP addresses, or malware samples; or 

information about threat actors. Threat 

information can help operators detect or deter 

incidents, learn from attacks, and create 

solutions that can better protect their own 

systems and those of others.  

Vulnerabilities  Vulnerabilities in software, hardware, or business 

processes that can be exploited for malicious 

purposes.  

Mitigations  Methods for remedying vulnerabilities, 

containing or blocking threats, and responding 

to and recovering from incidents. Common 

forms of such information include patches to 

plug vulnerabilities, antivirus updates to stop 

exploitation, and directions for purging malicious 

actors from networks.  

Situational awareness  Information that enables decision-makers to 

respond to an incident and that may require 

real-time telemetry of exploited vulnerabilities, 

active threats, and attacks. It could also contain 

information about the targets of attacks and the 

state of critical public or private networks.  

Best practices  Information related to how software and services 

are developed and delivered, such as security 

controls, development and incident response 

practices, and software patching or effectiveness 

metrics.  

Strategic analysis  Gathering, distilling, and analyzing many types of 

information to build metrics, trends, and 

projections. It is often blended with projections 

of potential scenarios to prepare government or 

private sector decision-makers for future risks.  
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APPENDIX A (INFORMATIVE) 

A.1 Online security and anti -spyware references vi  

There are a number of websites that can be referenced and leveraged for more information relating to 

Internet safety and Cybersecurity. The following is a non-exhaustive list of examples:  

—  Anti-spyware Coalition (http://www.antispywarecoalition.org/) – A group dedicated to building a 

consensus about definitions and best practices in the debate surrounding spyware and other potentially 

unwanted technologies. Composed of anti-spyware software companies, academics, and consumer groups, 

the ASC seeks to bring together a diverse array of perspectives on the problem of controlling spyware and 

other potentially unwanted technologies.  

—  APWG (http://www.antiphishing.org) – An educational and awareness site on Phishing that supplies 

quarterly updated white-papers on attacks trends, distribution, impacts, and news.  

—  Be Web Aware (http://www.bewebaware.ca) – National, bilingual public education program on 

Internet safety designed to ensure that young Canadians benefit from the Internet, while being safe and 

responsible in their online activities.  

—  Centre for Safe and Responsible Internet Use (http://csriu.org) – Organization providing 

outreach services addressing the issues of the safe and responsible use of the Internet.  

—  Childnet International (http://www.childnet-int.org) – Non-profit organization that works in 

partnership with others around the world to help make the Internet a great and safe place for children.  

—  ECPAT (http://www.ecpat.net) – Network of organizations and individuals working together to 

eliminate the commercial sexual exploitation of children.  

—  GetNetWise (http://www.getnetwise.org) – Public service offered by a coalition of Internet industry 

corporations and public interest organizations that want users to be only “one click away” from the 

resources they need to make informed decisions about their and their family’s use of the Internet.  

—  Global Infrastructure Alliance for Internet Safety (GIAIS) (http://www.microsoft.com/security/ 

msra/default.mspx) – An alliance of some Service Providers, which have organized to improve security and 
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safety on the Web, manage threats consistently across a broad spectrum, and identify and mitigate existing 

vulnerabilities.  

—  INHOPE (http://inhope.org) – International association that supports Internet hotlines in their aim to 

respond to reports of illegal content to make the Internet safer.  

—  Internet Safety Group (www.netsafe.org.nz) – The NetSafe website is the online home of the 

Internet Safety Group of New Zealand (ISG) and Hector the Protector.  

—  Interpol (http://www.interpol.int) – International police organization that facilitates cross-border 

police cooperation, and supports and assists all organizations, authorities, and services whose mission is to 

prevent or combat international crime.  

—  iSafe (http://www.isafe.org) – Worldwide leader in Internet safety education; incorporates classroom 

curriculum with dynamic community outreach to empower students, teachers, parents, law enforcement, 

and concerned adults to make the Internet a safer place. 

—  ISECOM (http://www.isecom.org) – Free, open source (FDL) methodologies on Professional Security 

Testing (vulnerability assessment, penetration test, ethical hacking), Technical Risks Evaluation (RAVs, etc.). 

ISECOM runs the OSSTMM (Open Source Security Testing Methodology Manual), a world-wide de- facto 

standard for executing IT/ICT security tests (http://www.osstmm.org).  

—  COP (http://www.itu.int/cop/) – Children Online Protection (COP) is a special project carried out by 

ITU (International Telecommunication Union) and other specialized agencies/firms, providing Security 

Guidelines for: Children, Parents, Guardians and Educators, Industry and Policy Makers.  

—  Microsoft Security At Home (http://www.microsoft.com/protect) – Information and resources to 

help the public protect their computers, themselves, and their families.  

—  National Institute of Telecommunications Technologies, INTECO (http://www.inteco.es, 

http://cert. inteco.es, http://www.osi.es, http://observatorio.inteco.es) – Free Public Service offered by a 

Spanish public administration to promote trust and security in Internet for citizens, SMEs, technicians, 

children, etc., through a Computer Emergence Response Team (INTECO-CERT), a Security Helpdesk For 

Citizens (OSI), and a Information Security Observatory.  
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—  Net Family News (http://netfamilynews.org) – Non-profit public service providing a forum and “kid-

tech news” for parents and educators in more than 50 countries.  

—  NetAlert Limited (http://www.netalert.net.au) – Non-profit community organization established by 

the Australian government to provide independent advice and education on managing access to online 

content.  

—  NetSmartzKids (http://www.netsmartzkids.org) – NetSmartz is an interactive, educational safety 

resource from the National Centre for Missing and Exploited Children (NCMEC) and Boys and Girls Clubs of 

America (BGCA) for children aged 5 to 17, parents, guardians, educators, and law enforcement that uses 

age-appropriate, 3-D activities to teach children how to stay safer on the Internet.  

—  Saferinternet.be (www.saferinternet.be) – This website offers useful information about the major 

risks and harmful content that minors of age can be confronted with online and in the field of ICT in general 

(so also through mobile phone networks etc.), i.e. child porn, racism and discrimination, sects, illegitimate 

commercial practices and swindles, and finally technical risks. The website, that also presents strategies to 

correctly deal with these risks, consists of several sections that centre on various target groups. It provides 

among other things pedagogical and technical files for the educators (parents and teachers), games for 

children (aged 6 to 12) and a completely separate website (web4me.be) for adolescents.  

—  SafeKids.com (http://www.safekids.com) – Resources to help families make the Internet and 

technology fun, safe, and productive.  

—  StaySafe.org (http://www.staysafe.org) – Educational site intended to help consumers understand 

both the positive aspects of the Internet as well as how to manage a variety of safety and security issues 

that exist online.  

—  UNICEF (http://www.unicef.org) – Global advocate for the protection of children’s rights dedicated to 

providing long-term humanitarian and developmental assistance to children and parents in developing 

countries.  

—  WebSafe Crackerz (http://www.websafecrackerz.com) – Interactive games and puzzles designed to 

help teenagers and offer strategies for dealing with different situations online including spam, phishing, 

and scams.  
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APPENDIX B - REFERENCES 

 

 https://www.isao.org/resource-library/publications/niccs-national-cybersecurity-workforce-framework/ 

https://www.malaysia.gov.my/portal/content/30090 

https://www.nist.gov/cyberframework/framework 

https://www.cbn.gov.ng/ITStandards/Overview.asp 

https://www.cbn.gov.ng/search/runsearch.asp?q=CBN%20cybersecurity%20framework 

National Cybersecurity Policy and Strategy (2014) 

Cybercrimes (Prohibition, Prevention, etc) Act (2015) 

https://www.oxfordmartin.ox.ac.uk/cyber-security/  

https://assets.aspeninstitute.org/content/uploads/2018/11/Aspen-Cybersecurity-Group-Operational-

Collaboration-Framework.pdf 

https://core-ed.org/assets/PDFs/CORE-Education-Collaboration-Framework.pdf 

https://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCIv4/New_Reference_Model_GCIv4_V2_.pdf 

http://cybermick.com/geek/drupal/sites/default/files/Framework_for_Cybersecurity_Info_Sharing.pdf 
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APPENDIX C: IMPLEMENTATION TOOLKIT 
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